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Abstract

This article explores the right to be forgotten or otherwise known as the right to erasure in the EU and
Asia Pacific. The right to be forgotten has quickly become an important concept of data protection law.
It allows a person to request that their personal data and information be deleted or removed from an
internet website. Subsequently, from the application of this right, a person has a level of their personal
privacy protected over the internet. However, the acceptance and implementation of this right by Australia,
Indonesia, Japan, Singapore and the EU varies. With the implementation of the EU General Regulation
on Data Protection in May 2018, the right to be forgotten is well entrenched in the EU. This article
investigates an issue of growing significance because of Australia’s engagement with these countries,
accentuated by the use of the internet. First, one of Australia’s closest neighbours, Indonesia, has the
largest Islamic population. Secondly, Singapore being a Commonwealth country along with Australia,
has also adopted the common law, and has strong trade and other bilateral partnerships. Thirdly, of all
the Asian nations, Japan, that recently obtained equivalency from the EU in data protection law, has seen
the right emerge in that state. The right, in many respects is also in conflict with other rights and freedoms
(right to expression) and other areas of the law. It is an area of law that may never be settled, as technology
continues to evolve. This article will highlight the current status of the right to be forgotten across these
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Jurisdictions, with what can be considered three models of data protection and privacy law. These laws
have been developing separately throughout the EU, South East Asia and the Pacific.

Introduction

Personal data has fast become a currency on the internet. Personal data is collected, stored and used in an
ever-increasing variety of ways, producing a “panoptic on beyond anything ever imagined”.' Since the
rise of the internet and technology supporting the many systems that collect personal data, people have
become increasingly aware of their personal privacy being exposed and also exploited. Subsequently,
there have been calls by segments in the community to ensure that individuals have some control over
their personal data. To some extent this has been achieved by the establishment of data protection law. It
must be noted that the online protection of privacy is a by-product of the implementation of data protection
law. One element of control afforded to individuals, which has emerged in data protection law, is the right
to be forgotten (otherwise known as the right to erasure).

The origins of the right to be forgotten are seen in the French droit a [’oubli, and the laws of Switzerland,’
which allowed—as an example—a rehabilitated criminal to object to the publication of the facts of his
conviction. The underlying premise is that criminals do not remain of public interest forever, so the public
should not have access to their criminal records indefinitely.’ James Steyer believes the right to be forgotten
addresses a serious issue in the digital age.' Steyer argues that people often self-reveal [online] before
they self-reflect and may post sensitive personal information (data) about themselves—and about
others—without realising the consequences.’

This article “sketches the field” in order to better understand the underlying issues by comparing the
data protection and privacy laws more broadly across the Asia Pacific (Australia, Indonesia, Japan and
Singapore) and the EU. A regional study is also important for Australia to better understand whether the
right to be forgotten has been considered and to what extent that has occurred. Of interest is that in both
Indonesia and Singapore the right to privacy does exist, to varying degrees, however, the right to be
forgotten has not yet been fully accepted. In addition, Japan considers privacy as an important part of
society.

Any discussion regarding the right to be forgotten must commence with the EU, as it has set the
benchmark for data protection and privacy law. In brief, the right to be forgotten contributes to a person
obtaining a level of privacy over the internet. However, it must also be understood that privacy as a right
means different things in and to different countries, religions and cultures. This article does not attempt
to conceptualise privacy, as this is beyond the scope of the article. However, a basic understanding is
required in order to appreciate the variations in the regulations of privacy laws in the examined countries.
Moreover, the development of data protection and privacy law can, to date, be best described as consisting
of three models, which are similar conceptually, but vary greatly. We advance the following arguments
in relation to those models. First, the EU model, while it balances the needs of the single market with
privacy, the supranational polity and its Member States, treats privacy as a fundamental right. The other
states discussed in this article do not. Secondly, Singapore has created a business friendly model. Australia’s
balanced model sits somewhere between the EU and Singapore, and could itself emerge as compromise
benchmark.’ The remaining countries of Indonesia and Japan, while being capable of being compared to
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these respective models, are standalone. In the case of Japan, there is evidence to suggest that, with the
recent adequacy assessment obtained and approved by the EU, it is closer to the EU’s model than any of
the countries discussed in this article.” The remaining countries can be best described as combining these
three models, or, as not yet having specific data protection laws. Arguably, the approach taken by each
country will determine whether it and its citizens consider the right to privacy as important, and whether
the right to be forgotten should form part of that legal framework.

In examining whether the right to be forgotten has been implemented and accepted in these jurisdictions,
one must first understand how privacy has evolved and been accepted by Western states and states in
Asia, that have very different religious and cultural beginnings.

(a) Privacy and varying cultural traditions

In brief, the right has in Western Liberal Tradition primarily arisen from the relationship between the
individual with society and the nation state. This liberal thought is something that Thomas Hobbes and
John Locke describe as protecting the right(s) derived from the “state of nature” of mankind and forms
the basis of the ideals of freedom and self-interest, which incidentally underpinned the French Revolution.*
From the early beginnings privacy scholars have continuously attempted to provide a solid theoretical
foundation to the right to privacy. De Boni and Prigmore argue for the protection of a right to privacy
from an Idealistic, neo-Hegelian philosophical point of view. De Boni and Prigmore see privacy, not as
a “human right”, but as the logical consequence of the Hegelian idea of free will.” This thought is based
on traditional Anglo-Saxon empiricist philosophy, which the EU, its Member States and Australia have
adopted. Furthermore, this Anglo-Saxon thought does not consider religious influence or thought of
privacy, such as those religions outside of Christianity.

Contrary to the Western Liberal Tradition, other religions have considered privacy as a right.

While privacy is not a value rooted in Indonesian culture, this has not been a cultural or social
impediment for Indonesians. Traditionally, and long before the advent of the internet, privacy was regarded
as a value that has been used to improve the happiness and spirituality of Indonesian people.' Moreover,
there is a divide between those Indonesians who reside in the larger cities compared to the rural counterparts,
who have traditionally viewed privacy differently. As a generalised observation, residents of the larger
cities, such as Jakarta, have become more individualistic, and place a greater value on their personal
privacy; there is less emphasis on such individualism in rural Indonesia." Education and social class has
also influenced and shaped the understanding of privacy across Indonesia, particularly the implementation
of privacy law. Nonetheless, Indonesia being a predominantly Muslim country does generally view privacy
as a right. In other words, personal privacy has been viewed by many Muslim scholars as a fundamental
human right."” That position holds well for Indonesia as they begin to develop their data protection laws.
In Islam, privacy stems from the Magqasid al Shariah, from which personal rights (hagq) are derived.
According to the Magqasid, all individual rights are God-given and by their nature are not absolute.” In
the exercise of such rights, the state is guided by two main functions: a/ amr, or the promotion of certain
positive conduct, and al nahy, or the prohibition of a negative conduct." The establishment of rules and
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institutions such as the institution of hisbah is regarded as the machinery by which to promote positive
conduct. Essential to the prohibition of negative conduct is the creation of a list of offences such as
outraging modesty, spying, ghibah (revealing embarrassing details about others), disclosing matrimonial
secrecy, defamation and trespass to property.” Therefore, the right of privacy comes in two normative
frameworks: the first is the prohibition of intrusion into others’ privacy, and the second is the instructions
and guidance for keeping secrets.' Personal privacy is guaranteed in the Qur’an in Surah al Taubah: 105,
Surah Fussilat: 40 and Surah Saba: 11. All conduct of a person deserves the highest respect in terms of
privacy and secrecy. Any attempt to collect information on the activities of individuals amounts to spying
(tajassus), a conduct forbidden in Islam."” Thus, for people of Islamic faith, privacy is considered one of
the most important concepts of society.

Japanese history highlights that it is a very homogenous society, with limited multiculturalism, and
the predominant religion is Shinto, followed by Buddhism and Christianity having a minimal presence."
Nonetheless, this has not deterred the courts from placing privacy as an important issue for Japanese
society. The bases for the protection of privacy and more broadly data protection in Japan can be traced
to a judgment by the Tokyo District Court on 28 September 1964."” The right of privacy has been established
under art.13 of the Constitution and/or ss.709 and 710 of the Civil Code—which was transplanted from
Germany—by court precedents and applied to specific cases through the general provisions of delict in
the Civil Code.”

Singapore, similar to Australia is very multicultural, and while their working language is English, the
local citizenry speaks Mandarin, Malay, Tamil and to a lesser extent Bahasa. The main religions that make
up Singapore are vast, however the most dominant are Buddhism, Taoism, Islam, Hinduism and Christianity.
Thus, the consideration of privacy in Singapore can be complex to understand. On the one hand, it has
adopted the common law from the UK, which has a well-entrenched understanding and practice of privacy.
On the other hand, in referring to the founding father of Singapore, the late former Prime Minister, Lee
Kuan Yew stated:

“I am often accused of interfering in the lives of citizens ... had I not done that we wouldn’t be here
today. And I say without the slightest remorse that we wouldn’t be here, we would not have made
economic progress if we had not intervened on personal matters—who your neighbor is, how you
live, the noise you make, how you spit or the language you use.””

Therefore, it could be argued that privacy as a general concept does not exist in Singapore. While
beyond the scope of this article, it is likely that citizens of Singapore would view privacy different to their
counterparts in Australia, Indonesia and particularly the EU.

It follows that the right to be forgotten does not expressly exist in Singapore. Privacy as a right is
viewed differently within Asia. This poses challenges going forward, when some countries view privacy
over the internet as a legal right that should be protected. On the other side, countries that already view
privacy as a fundamental right, have either fully entrenched the right into their legal framework, or begun
to consider privacy as a right. Yet, there are other states that, from a political perspective, have seen the
interference of privacy as necessary to advance that state’s social and economic objectives.
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Section (1) demonstrates how the right to be forgotten has evolved across the EU. Section (2) compares
the Asia Pacific—Australia, Indonesia, Japan and Singapore with the EU—examining to what extent these
countries have adopted and accepted the right to be forgotten. Section (3) concludes the article by
demonstrating how the EU has accepted the right to be forgotten, although it is arguably still evolving.
The concluding remarks will also highlight how the right to be forgotten, is at the very least being considered
in Australia, Indonesia, Japan and in the case of Singapore not accepted at all.

(1) European Union

Arguably, the legal concept of the right to be forgotten has largely grown out of the EU. The concept
allows an individual to request a search engine to remove personal data and personal information pertaining
to them. The discussions regarding the right to be forgotten in the EU can be traced back to the European
Commission’s conference in May 2009 where a session “Is there a ‘fundamental right to forget’?” was
held. * At that time, a right which embraces forgetfulness or oblivion was considered among some EU
Member States.” However, the concept cannot be properly understood without examining Directive
95/46/EC

(a) Directive 95/46/EC

Before the General Data Protection Regulation (GDPR) came into effect in 2018, art.12 of Directive
95/46/EC introduced the scope of the right to be forgotten. The former art.12 provided for the “right to
access”,” whereby Member States shall guarantee every data subject the right to obtain from the controller
the rectification, erasure or blocking of data the processing of which does not comply with the provisions
of this Directive, in particular because of the incomplete or inaccurate nature of the data and notification
to third parties to whom the data have been disclosed, of any rectification, erasure or blocking carried out
unless this proves impossible or involves a disproportionate effort.”” Throughout the period in which
Directive 95/46/EC was operational there were a number of cases in which the EU courts had to consider
and decide on the application of the right to be forgotten.

In the 2009 in Volker und Markus Schecke GbR and Hartmut Eifert v Land Hessen™ the Court identified
that the right to protection of personal data refers to natural persons and constitutes personal data and that
the publication of that data was made accessible to third parties. The facts of the case highlight that farmers
challenged the publication of information on the internet site of the German Federal Office for Agriculture
and Food, invoking the argument that the EU regulations constitute unjustified interference with their
right in respect of privacy and family life and to the protection of personal data, set out in arts 7 and 8 of
the Charter of Fundamental Rights of the European Union. The Court noted that the right to the protection
of personal data is not, however, an absolute right, but must be considered in relation to its function in
society.”Article 8(2) of the Charter thus authorises the processing of personal data if certain conditions

2 Proposition De Loi visant & mieux garantir le droit a la vie privée a I’heure du numérique, Enregistré a la Présidence du Sénat le 6 Novembre
2009. See also LOI N0.2016-1321 du 7 Octobre 2016 pour une République numérique—Acrticle 63 (the right to be forgotten for minors). In H. Miyashita,
The Right to Be Forgotten and Search Engine Liability, Vol.2 (Brussels Privacy Hub Working Paper, 2016).

2 See fn.23 above.

24 Council Directive 95/46/EC, on the protection of individuals with regard to the processing of personal data and on the free movement of such
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not data relating to him are being processed and information at least as to the purposes of the processing, the categories of data concerned, and the
recipients or categories of recipients to whom the data are disclosed, communication to him in an intelligible form of the data undergoing processing
and of any available information as to their source, knowledge of the logic involved in any automatic processing of data concerning him at least in the
case of the automated decisions referred to in art.15(1).

5 Council Directive 95/46/EC, on the protection of individuals with regard to the processing of personal data and on the free movement of such
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at [80]-[86].

2" Volker und Markus Schecke GbR, Hartmut Eifert v Bundesanstalt fiir Landwirtschaft und Erndhrung (C-92/09 and C-93/09) at [40].
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are satisfied. It provides that personal data “must be processed fairly for specified purposes and on the
basis of the consent of the person concerned or some other legitimate basis laid down by law”. Moreover,
art.52(1) of the Charter accepts that limitations may be imposed on the exercise of rights such as those
set forth in arts 7 and 8 of the Charter, as long as the limitations are provided for by law, respect the essence
of those rights and freedoms and subject to the principle of proportionality. Satisfying these requirements
is necessary to genuinely meet objectives of general interest recognised by the EU or the need to protect
the rights and freedoms of others.”® Furthermore, and in accordance with art.6(1) of the TEU, the EU
recognises the rights, freedoms and principles set out in the Charter of Fundamental Rights of the European
Union. The principle of transparency set out in arts 1 and 10 of the TEU and art.15 of the TFEU, enables
citizens to participate more closely in the decision-making process. The administration, in turn, enjoys
greater legitimacy and is more effective and accountable to citizens in its democratic system. However,
the Court went further arguing that there was also a need to ascertain whether the limitation imposed on
the rights conferred by arts 7 and 8 of the Charter is proportionate. Thus, the competing balance of
transparency and proportionality arose in considering the tension between the single market and the right
to privacy.” More importantly, the Court noted that derogations and limitations in relation to the protection
of personal data must apply only in so far as is strictly necessary, and that it is possible to envisage measures
which affect less adversely that fundamental right of natural persons but which still contribute effectively
to the objectives of the EU. The Court ruled that institutions within the EU are obliged to balance the EU’s
interest in guaranteeing the transparency of its actions and the infringement of the rights recognised by
arts 7 and 8 of the Charter. Consequently, no automatic priority can be conferred on the objective of
transparency over the right to protection of personal data, even if important economic interests are at stake.
By ruling that personal data must apply only insofar as it is strictly necessary, highlighted the fact that the
EU will not, in all cases, afford an automatic priority be conferred on the objective of transparency over
this right to the protection of personal data. It is argued that a continual balancing act will apply, and these
matters will need to be determined on a case-by-case basis. In conclusion, the Court held that the
Commission and the Council had not demonstrated that they had sought to strike a proper balance between
the various interests involved before adopting the regulations in dispute.”

Nonetheless, by 2012, the CJEU was responsible for deciding—indirectly only—the right to be forgotten
in the context of definitions of data processing. In the case of Google Spain SL*' the court upheld the
complaint of Mr Costeja Gonzalez. It ruled that an internet search engine operator is responsible for the
processing that it carries out of personal data which appears on web pages published by third parties. The
Court highlighted that the scope of the right of erasure and/or the right to object, in relation to the derecho
al olvido (the “right to be forgotten™), the following questions must be asked: Should the rights to erasure
and blocking of data, provided for in art.12(b), and the right to object, provided for by [subpara.(a) of the
first paragraph of art.14] of Directive 95/46, extend to enabling the data subject to address himself to
search engines in order to prevent indexing of the information relating to him personally and published

B Volker und Markus Schecke GbR, Hartmut Eifert v Bundesanstalt fiir Landwirtschaft und Erndhrung (C-92/09 and C-93/09) at [48]-[88].

2 Volker und Markus Schecke GbR, Hartmut Eifert v Bundesanstalt fiir Landwirtschaft und Erndhrung (C-92/09 and C-93/09) at [489—588]: itis
settled case-law that the principle of proportionality, which is one of thie general principles of EU law, requires that measures implemented by acts of

the EU are appropriate for attaining the objective pursued and do not go beyond what is necessary to achieve it. It is thus necessary to determine whether
the Council of the European Union and the Commission balanced the EU’s interest in guaranteeing the transparency of its acts and ensuring the best
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on third parties’ web pages?” Should he be entitled to invoke his wish that such information should not
be known to internet users when he considers that it might be prejudicial to him or he wishes it to be
consigned to oblivion, even though the information in question has been lawfully published by third
parties?” More importantly, and in light of the earlier Volker case, the Court noted that, in the light of the
potential seriousness of that interference, the publication of personal data cannot be justified merely by
the fact that the operator of such a search engine has the economic interest in so processing that data.*
However, inasmuch as the removal of links from the list of results could, depending on the information
at issue, affect the legitimate interest of internet users potentially interested in having access to that
information, a fair balance should be sought between that interest and the data subject’s fundamental rights
under arts 7 and 8 of the Charter. Whilst it is true that the data subject’s rights protected by those articles
also override, as a general rule, the interest of internet users, that balance may depend, in specific cases,
on the nature of the information in question and its sensitivity for the data subject’s private life, contrasted
with the public interest in having that information. It is also material to acknowledge that such interest
might vary, in particular, according to the role played by the data subject in public life. Thus, as was
submitted by Google, in applying the principle of proportionality, any request seeking the removal of
information must be addressed to the publisher of the website concerned. The reason is that, whoever
makes the information public, is responsible to appraise the lawfulness of that publication and to do so
by the least intrusive means. In summary, the balancing of competing rights and principles is complex
and will be assessed on an individual basis. This is because most, if not all, legal matters involving personal
data pertaining to this issue are likely to be diverged, often materially from case to case.

(1) General Data Protection Regulation (GDPR)—Development

In the same year, 2012, the European Commission circulated the draft of the current version of the GDPR,
whereby the right to forgotten was discussed. The drafting of the GDPR resulted in the right to be forgotten,
specifying that natural persons would obtain the right to have publicly available personal data and
information erased.” According to the European Commission, this right would help people to better
manage data protection risks online by enabling them to delete their personal data and information if there
were no legitimate grounds for retaining that data. During this period, the draft GDPR also elucidated,
however, that such a protection had to be reconciled with the right to free expression.” At the time, the
GDPR was still six years away from being implemented.

The jurisprudence so far has highlighted the emerging issues and acceptance of the right to be forgotten
in the EU. In other words, the need to balance economic and business needs with other rights across both
the private and public sectors, when considering the right to be forgotten, is real. The balance of commercial
interests and human rights is challenging and complex, and is divided as (1) suitability, (2) necessity and
(3) proportionality in the narrow sense. It is a three-step process that includes establishing:

. the degree of non-satisfaction, or of detriment, as a first principle;

. the importance of satisfying the competing principle of proportionality; and

. whether the importance of satisfying the latter principle justifies the detriment to or
non-satisfaction of the former.”

32 Google Inc v Agencia Espanola de Proteccion de Datos, Mario Consteja Gonzalez (C-131/12) at [95]-[96].
3 Google Inc v Agencia Espanola de Proteccion de Datos, Mario Consteja Gonzalez (C-131/12) at [3].
3 Google Inc v Agencia Espanola de Proteccion de Datos, Mario Consteja Gonzalez (C-131/12) at [81].

5 Draft General Data Protection Regulation, European Commission, European Commission 2012 European Commission (2014), art.17, Memo:
Data Protection Day 2014, Full Speed on EU Data Protection Reform.http.//europa.eu/rapid/press-release MEMO-14-60_en.htm [Accessed 21
January 2018].

3 Draft General Data Protection Regulation, European Commission, art.80
37X. Groussot, “Rock the KaZaA: Another Clash of Fundamental Rights” (2008) C.M.L. Rev. 1760.
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However, according to Alexy, the “Law of Balancing” requires the court to engage in balancing
conflicting interests. The law of balancing has been defined as “the greater the degree of non-satisfaction
of, or detriment to, one principle, the greater must be the importance of satisfying the other”.”* Nonetheless,
this does not remedy all the challenges faced in having to balance the competing needs between the right
to be forgotten and other areas of law.

More recently, the balancing of competing and conflicting interests was no more evident than in the
case of NT1 and NT2 v Google and The Information Commissioner in the High Court of England and
Wales.” This case is important because it is arguably one of the highest-profile cases regarding the right
to be forgotten in a common law jurisdictions.” What arose out of this case was the need to balance the
right to be forgotten with respect to a person who had received a criminal conviction and wanted the
information regarding the conviction removed from the internet. In other words, the claimants sought the
removal by the defendant, Google, of search results concerning their previous convictions on the basis
that the results conveyed inaccurate, out-of-date and irrelevant information, failed to attach sufficient
public interest and/or otherwise constituted an illegitimate interference with their right to be forgotten as
established in Google Spain.*' Costello argues that the decision in NT1/NT2 is particularly relevant, given
the traditional hostility of common law jurisdictions to rights of privacy that extend to historical criminal
convictions.” Common law jurisdictions have traditionally privileged principles of open justice in contrast
to the approach of many civil law jurisdictions which, in general, opposes punitive shaming and presumes
criminal records to be confidential.” The civil law approach is reflected in the 1981 Council of Europe
Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data as
well as Data Protection Directive art.8(5) the General Data Protection Regulation. “NT1/NT2 thus represents
an explicit departure from traditional common law attitudes towards criminal histories.” Moreover, Costello
points out that the judgment is confined to its facts due to the emphasis placed by the judge on a subjective
assessment of credibility and remorse.* Despite this, the case offers a tentative first step towards clarifying
the criteria for a delisting order in cases involving criminal convictions and offers a significant endorsement
of the right to be forgotten in such cases.” Therefore, as highlighted in this article, the balance of rights,
competing and conflicting interests will unlikely never be set in concrete because there are far too many
variables.

BR. Alexy, A Theory of Constitutional Rights (OUP, 2010), p.102.
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Notwithstanding the above, Jeffery Rosen, in referring to the Vice President of the European
Commission, believes that regulators across the EU maintain that all citizens face the difficulty of escaping
their past. This is even more evident now that the internet records everything and forgets nothing. * When
Commissioner Reding announced the new right to be forgotten, she noted the particular risk to teenagers
who might reveal compromising information that they would later come to regret. Commissioner Reding
articulated the core provision of the right to be forgotten. It provides an individual who no longer wants
his or her personal data to be processed or stored by a data controller, and if there is no legitimate reason
for keeping it, to request that the data be removed from the system. However, technological changes also
bring about new regulatory challenges. The internet, cloud computing, and mobile devices allow each of
us to access our data anywhere and at any time. Our data is transmitted from Munich to Miami and to
Hong Kong in fractions of a second. In this new data world, we all leave digital traces every moment,
everywhere.” Do people care about how their data is protected? Do our rules need to be strengthened to
give people more confidence and to make it easier for businesses to operate in Europe’s digital single
market? The simple answer is “yes”. In Europe, people do care, with 72 per cent of Europeans saying that
they are concerned about how companies use their personal data.” Thus, today, the right to be forgotten
appears to be firmly entrenched into EU law, and this is evident with the recent implementation of the
General Data Protection Regulation.

(i1)) GDPR—Implementation

In 2016 the GDPR was established, however it did not came into force immediately and was only fully
operational in May 2018. The right to be forgotten has been explicitly written into the GDPR. Article
17(1) provides that the data subject shall have the right to obtain from the controller the erasure of personal
data concerning him or her without undue delay and the controller shall have the obligation to erase
personal data without undue delay.” The right is further underpinned by Recitals 65 and 66 of the GDPR.
According to Recital 66, the right to be forgotten has been included to strengthen the right to be forgotten
in the online environment. It provides further that the right to erasure should also be extended in such a
way that a controller who has made the personal data public is obliged to inform the controllers which
are processing such personal data to erase any links to, or copies or replications of, those personal data.”
In doing so, that controller is responsible for taking into account available technology and the means
available to the controller, including technical measures, to inform the controllers who are processing the
personal data with the data subject’s request.”

Moreover, in accordance with Recital 65, the right to rectification and erasure provides data subjects
with the ability to have their personal data concerning them rectified. They also have a “right to be
forgotten” where the retention of that data infringes this Regulation or Union or Member State law to
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which the controller is subject.” That right is relevant in particular when the data subject has given his or
her consent as a child and is not fully aware of the risks involved in the processing, and later wants to
remove such personal data, especially on the internet.”” The data subject should be able to exercise that
right, notwithstanding the fact that he or she is no longer a child.

However, Recital 65 goes on to provide exceptions to the right to be forgotten. Recital 65 states that
the further retention of the personal data should be lawful where it is necessary: for exercising the right
of freedom of expression and information; for compliance with a legal obligation; for the performance of
a task carried out in the public interest or in the exercise of official authority vested in the controller; on
the grounds of public interest in the area of public health; for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes; or for the establishment, exercise or defence
of legal claims.*

Arguably, the right to be forgotten has been received and adopted by the EU to ensure citizens have
the choice about whether their personal data remains on the internet. More importantly, by expressing the
right within an EU Regulation as opposed to the former EU Directive, it has arguably raised the level of
regulatory status of the right. However, there are a number of conflicting economic rights and legal
principles, such as relate to single markets, transparency and proportionality, amongst others, that are in
direct competition with the right to be forgotten. Therefore, the right to be forgotten remains an evolving
concept, even within and across the EU. What is certain is the fact that EU citizens are afforded a level
of right to request from an entity that their personal data be deleted or removed from the internet. It is
now worthwhile to contrast the right in the EU with some countries in the Asia Pacific Region, particularly
Australia, Indonesia, Japan and Singapore in order to understand how other countries have attempted to
regulate the right to be forgotten.

(2) Asia-Pacific

(a) Australia

The Australian privacy laws do not provide a direct right to be forgotten. However, according to the
Australian Privacy Principles 11,” a business must take steps to destroy or de-identify personal information.
Australian Privacy Principles (APP) 13* also requires that an APP entity must take reasonable steps to
confirm and correct any personal information if it is satisfied that the information is inaccurate, out-of-date,
incomplete, irrelevant, misleading or an individual request for the entity to correct the information. The
problem is that the comprehensiveness of Australian law on the regulation of personal data does not even
come close to the EU’s.

There is little guidance as to how and what steps are required to be taken to destroy personal information.
APP 11.30 states that “reasonable steps” only need to be taken by an organisation to destroy or de-identify
personal information.” This is subject to a number of limitations and rules. That is, an organisation needs
to consider whether possible adverse consequences for an individual are present if their personal information
is not destroyed or de-identified— more rigorous steps may be required as the risk of adversity increases.
However, practically, an organisation can consider whether the time and cost associated with destroying

3*Regulation 2016/679, Recital 65. In particular, a data subject should have the right to have his or her personal data erased and no longer processed
where tl%e personal data are no longer necessary in relation to the purposes for which they are collected or otherwise processed, where a data subject
has withdrawn his or her consent or objects to the processing of personal data concerning him or her, or where the processing of his or her personal
data does not otherwise comply with this Regulation.
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% Australian Privacy Principle Guidelines, Chapter 11: Australian Privacy Principle 11—Security of personal information Version 1.0, February
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or de-identification is too great or the costs are too high, such that the organisation may not necessarily
have to undertake this function. Moreover, an organisation is not excused from destroying or de-identifying
personal information by reason only that it would be inconvenient, time-consuming or impose some cost
to do so. Whether these factors make it unreasonable to take a particular step will depend on whether the
burden is excessive in all the circumstances.”

The APP Guidelines note that where it is not possible for an organisation to irretrievably destroy
personal information held in electronic format, reasonable steps to destroy it would include putting the
personal information “beyond use”. Even so, it must be understood that undertaking such a step merely
“parks” the personal information within the systems database, server or some other place, so as it is not
readily accessible any more. Thus, the information is not permanently deleted or removed.

Nonetheless, the Australian Law Reform Commission (ALRC) had proposed a “right to be deleted”,
which would be analogous to the EU’s right to be forgotten.® Support for this proposed law varied.” Some
believe that Australia’s current data privacy and defamation laws are sufficient to address internet privacy
concerns.” Had the proposal been realised and established, the right to be deleted would today enable a
person to have their personal information deleted from the internet. Thus, a system of the right to be
forgotten would have existed in Australia.

The ALRC summarised the complex balance between the need for privacy and commercial and public
interest as being complex. The ALRC stated that calling something a right is of little value if the right is
too readily able to be balanced against competing rights or value and sublimated to those other rights or
values. It is inevitable that rights and values will sometimes clash, hence there would seem to be no
alternative to qualifying the rights. Once it is accepted that privacy and freedom of speech are both important
rights and will sometimes clash, then it seems inevitable that each right must sometimes be qualified.”
The balancing test involves evaluating competing and often incommensurable rights, interests and values.
In particular, breaching someone’s privacy might be justified because doing so is in the public interest,
and therefore justified. In the state of South Australia, for example, the Court ruled that Google is effectively
a publisher and has responsibility for the content which its systems and search engines provide to the
public.”

To date, the right has had little consideration by the courts of the Commonwealth or any of the States
or Territories (Victoria, New South Wales, Queensland, Western Australia, Tasmania, Northern Territory
and Australian Capital Territory). An exception to date has been in South Australia. As noted above, in
2015, the state of South Australia provided the first insight and consideration of the principle. The Court
in Duffy v Google Inc* had to consider whether the national privacy principles require organisations to
destroy personal data and information. It was argued that, because Google Inc” published information
and data, it was responsible for the content. The Court found that, after a reasonable time had passed
following the removal requests, Google became a secondary publisher of the defamatory material. The
Court suggested that even continuing to make a URL of the offending content available after a take-down
request had been received could make Google responsible as a secondary publisher. This is because Google
was responsible for the initial publication being available on a URL provided by it.

6 Australian Privacy Principle Guidelines, Chapter 11: Australian Privacy Principle 11—Security of personal information Version 1.0, February
2014.
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Even though the case in effect centred on the issue of defamation, the case highlighted the issues
surrounding a request for personal data to be removed, namely, in cases when the data was being published
by a secondary provider. Based on this case and the Australian Privacy Principles, a possible inference is
that the right to be forgotten now exists in Australia. However, there has not been a rigorous debate in
Australia as to whether the right fully exists. This is unlikely to occur until the issue is considered by the
High Court of Australia.

(b) Indonesia

Indonesia is one of Australia’s closest neighbours. To date the right to be forgotten has not been considered
by any court in Indonesia.” What can be said is that Indonesia’s Parliament is moving, albeit very slowly,
towards recognising the right to be forgotten. In October 2017, the Indonesian Parliament passed the
revised Electronic Information and Transactions (EIT)” law that enables data subjects to request that their
personal data be deleted. Article 26 s.3 requires each Operator of an Electronic System to delete irrelevant
information and records of an individual’s personal data and information, under its control, but only upon
the direction and request that has been issued through a court order. This limitation in Indonesia is in stark
contrast to the EU, whereby data subjects do not need to obtain a court order for their personal data to be
deleted in the Member States of the EU. A potential issue that may arise in Indonesia is likely to be the
discretion that a court may afford regarding when, where and how personal data is to be deleted, if at all.
Another problem that has surfaced is the fact that, in Indonesia, there is no clear definition of personal
data, unlike in the respective laws of the other countries discussed in this article that have specifically
defined personal data. These gaps will arguably cause difficulties in determining what exactly constitutes
personal data. Without properly defining what personal data is, there is no baseline or benchmark in the
law that clarifies the boundaries which establish when personal data begins and concludes. This is an area
of law that Indonesia will need to consider in light of the practices in Australia, the EU and Singapore
that have a clear definition of personal data or personal information, although they vary. This comparison
is complicated by the fact that definitions of personal data and information differ. It is outside the scope
of this article to compare competing definitions of personal data.

Nonetheless, Indonesia’s Parliament is currently in the process of drafting specific data protection laws
that is likely to adopt the right to be forgotten. In part, the proposal to establish specific data protection
law has evolved from other countries and has also followed the lead of the EU. A number of privacy issues
have also surfaced across Indonesia. For instance, the recent Facebook versus Cambridge Analytica issues
that resulted in millions of people’s personal data being acquired by Cambridge Analytica from Facebook
without the consent from data subjects. This resulted in Indonesians in general and the government in
particular raising concerns over the practice because it was found that Indonesian Facebook Users were
also involved. This, in turn, has resulted in more people demanding the government to implement the
proposed Data Protection Bill.” Mark Innes highlights that the proposed Data Protection Bill aims to allow
data subjects to delete their personal data.” It remains to be seen whether the proposal will establish a
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similar regime to that of Australia, Singapore, Japan, and more specifically the EU. What will be
implemented will become crucial to determining the level of the right to delete one’s personal data, and
subsequently the right to be forgotten.

In summary, the right to be forgotten across Indonesia has a long way to go in order to be entrenched
and fully accepted, not only in law, but also by government and the broader community. It requires a shift
in accepting that the legal concept will play a more important role in Indonesian society as its citizens
continue to embrace and use modern technologies.

(c) Japan

The right to be forgotten properly emerged in Japan, albeit subject to some conjecture. The right to be
forgotten was recognised by Judge Hisaki Kobayashi from Saitama District court in Tokyo, in 2015.” The
Court ordered Google to remove information about a person from its link. The Court ruled that, depending
on the nature of a crime, the right to be forgotten should be recognised with the passage of time: “Criminals
who were exposed to the public due to media reports of their arrest are entitled to the benefit of having
their private life respected and their rehabilitation unhindered”.” Judge Hisaki Kobayashi went further
arguing that it is extremely difficult to live a calm life once information is posted and shared on the internet.
It is this point that the Court determined as critical when determining whether the information should be
deleted.™ This appeared to be a watershed moment in the recognition of broader rights in Japan. However,
the right to be forgotten has been short-lived and in 2016 the Tokyo High Court overturned the District
Court’s decision.” The Court stated that the right to be forgotten is not a privilege stated in law and that
its prerequisites had not been determined. As the data protection laws continue to develop in Japan, how
the courts and legislature deal with and respond to the right to be forgotten will need to be watched
carefully.

However, in 2017, the Supreme Court of Japan presented the general criteria to be considered in judging
whether it would be unlawful for search engine companies to keep providing information (URLSs) containing
privacy-sensitive articles. The traditional personality right under the Civil Code art.709 may deal with the
emerging issues of de-listing in Japan if the privacy harm is brought about by the original publisher.”
Nevertheless, the Japanese Supreme Court highlighted that this should be determined by “balancing” the
legal interest for non-disclosure with the rationale for the information to be transmitted via a search engine.”
Circumstances which may be considered include the nature and details of the facts; the extent to which
the facts belonging to the person’s privacy will be transmitted by the provision of information such as the
URLs; the degree to which the person thereby suffers from concrete damages; the person’s social status
and influence; the purposes and meanings of the said [website] articles; the social situations at the time
the articles were published; social changes afterwards; and the need for including the relevant facts in the
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articles.” If the legal interest for non-disclosure clearly “outweighs” the reasons for providing information,
search engine providers can be requested to remove the relevant URLs from research results.”

The Japanese Supreme Court did not find it necessary to oblige Google to remove the relevant
information. According to the Court, the facts of the case, namely relating to child prostitution, is a
penalised act which is subject to strong social reprobation including that the arrest of the appellant remained
in the public interest. The Court also found that the transmission of information was still limited in scope,
as the search results depended on the appellant’s name and his prefecture.”

What can be observed is that the Act on the Protection of Personal Information 2016 (the Act) has a
very different title to other jurisdictions. It was updated in 2015 and 2016 and aims to protect an individual’s
rights and interests, while considering the utility of personal information. The updates in Japan’s laws
were developed in order to render it ready to obtain an adequacy decision under the former EU Data
Protection Directive directed at facilitating the flows of personal data with the EU."

(d) Singapore

Singapore introduced the Personal Data Protection Act 2012 (PDPA) in 2012. Section 16 of the PDPA
provides for the withdrawal of consent on giving reasonable notice to the organisation: an individual may
at any time withdraw any consent given, or deemed to have been given, in respect of the collection, use
or disclosure by those organisations of personal information about the individual. Additionally, where an
individual withdraws consent to the collection, use or disclosure of personal data, the organisation shall
cease collecting, using or disclosing the personal data. Furthermore, s.22 allows an individual to request
an organisation to correct an error or omission in the personal data about the individual that is in the
possession or under the control of the organisation. The laws do not allow for a person to request that their
personal data be erased or deleted. The notion of a right to be forgotten could be contained in .25 regarding
the requirement to destroy or de-identify personal data when there is no longer any legal or business
reasons, and where there is no other material the purpose for retaining the personal data.” However, there
are considerable limitations imposed in applying this conditional requirement when compared to the
principles adapted by the EU.

(3) Concluding remarks

Privacy has been accepted in each of the jurisdictions discussed in this article, although to varying degrees.
Moreover, privacy over the internet is gaining a higher level of acceptance and understanding. Arguably,
the EU has been leading the way in the development of data protection and privacy law, with Singapore
being a notable exception to the EU direction that other states are generally following. Simon Chesterman
notes that, throughout Asia, many jurisdictions now embrace data protection laws even in the absence of
any formal protection of a more abstract right to privacy—Ilet alone the right to be forgotten.” Thus, as
highlighted earlier in the article, Walters, Trakman and Zeller believe that in studying and comparing the
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data protection laws of these jurisdiction three models have emerged. Most notable is the EU that has
treated the right to privacy as a fundamental right. In other words, the EU model is rights-focused. On the
other side, Singapore has developed a business friendly model that treats the right to privacy as secondary
to the economic right to the use of personal data. Australia does neither, but takes a more balanced approach
between the EU and Singapore. In further contrast, the Indonesian and Japanese models are slightly
different again. For instance, Japan appears to be moving closer to accepting the right to be forgotten.
However, there remains considerable apprehension in Japan applying that right in the same way as the
EU, even though Japan recently received equivalency status by the EU for its data protection laws.
Indonesia, on the other hand, have yet to implement specific data protection laws, and therefore, the right
to be forgotten is far from being fully accepted there.

Notwithstanding the above, the right to be forgotten has a close connection with the right to withdraw
consent. Consent has emerged in data protection and privacy laws of the above-mentioned countries and
the EU. In order to exercise the right to be forgotten, one condition is that a data subject withdraws consent
on which the processing is lawful and there is no other legal ground for processing that data.** However,
it is beyond scope of this article to compare what level of consent is afforded to data subjects and how
consent is applied. Nevertheless, the right to be forgotten is not specific and there is no black-and-white
application of it in practice. Rather, it is argued that as the right evolves along with technology, it will
need to be assessed on a case-by-case basis. What can be said is that the establishment of the right to be
forgotten within the EU has had a profound impact on the way organisations have had to deal with, and
will continue to deal with, erasing personal data and information on the internet.

What will require further work is the need to develop a better understanding of the level of harm arising
from the failure to protect personal data. This harm relates to both the nature of the privacy right that is
infringed over the internet, and how the ensuing harm from that infringement interrelates with the right
to be forgotten. Meg Leta Ambrose and Jef Ausloos argue that privacy as a harm is abstract because harm
is often concerned with societal and psychological issues. They are distant because many of the
consequences arising from a breach of privacy will only reveal themselves after a series of reactions. The
impact from privacy breaches as a result of the misuse of personal data over the internet is uncertain
because that breach might never occur, or if it does, any harm arising from it was not reasonably foreseeable,
and/or not able to be detected, measured, mitigated or prevented.*

Finally, in our view the future direction of this area of law will be heavily influenced by community
expectations and perceptions of how and whether people’s personal data is secure. The EU has made
significant progress in to allowing its citizens the right to be forgotten, although it remains to be seen
whether the GDPR is adequate in its present state considering that technology is ever changing.
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